
In Canada, private health practitioners are considered to be engaged 
in commercial activity. This means Canada’s federal private 
sector privacy law, the Personal Information Protection and 
Electronic Documents Act (PIPEDA), would likely apply to 
their personal information handling practices unless substantially 
similar legislation exists within the province or territory. 
Additionally, as regulated professionals, health care practitioners 
need to meet professional standards related to patient data.
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BEST PRACTICES TO PROTECT 
THE PRIVACY OF YOUR CLIENTS 
IS GOOD FOR YOUR BUSINESS.
As more people become aware of their rights regarding 
handling their personal information, research tells us that 
the more they trust an organization, the more likely they 
are to do business with them. 

Establishing privacy guidelines within your practice is 
your opportunity to demonstrate that you deserve their 
trust—and their business. 

At the end of the day, your business is responsible for 
protecting the personal information you have collected.

Your practice is required to take responsibility for its data and, therefore, put a person accountable 
for its compliance to ensure protection of the information of its clients.

Make sure your business:

• Designate at least one representative to be accountable for the organization’s compliance.
• Make the identity of the designated individual(s) known on request.
• Use contractual or other means to ensure a comparable level of protection while personal

information is with a third  party for processing.
• Implementing procedures for protecting personal information.
• Establishing procedures for receiving and responding to complaints and inquiries.
• Training sta� and communicating information to sta� about the organization’s policies

and practices.
• Developing information to explain the organization’s policies and procedures.

DEMONSTRATE ACCOUNTABILITY
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Following are ten basic principles you need to consider to manage and protect patient data established by PIPEDA. 
We encourage you to also review your regulatory body standards regarding management of patient information.



This principle is key for every health care practitioner and should be in place prior to the collection of any 
information and provision of care. It requires your practice to collect, use, and dispose of personal information 
when a client is aware and consents to it. Valid consent informs the person of the personal data that is being 
gathered and how the organization intends to put the personal information into use and the parties that the 
personal information may obtain disclosure.

To obtain meaningful consent and meet their related obligations under Canadian privacy law, your practice must:

CONSENT
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Your practice should have a reason for the collection of personal information during the time the information is 
being collected. Make sure your practice establishes a criteria for patient information collection, especially as 
this information is sensitive, it warrants that your practice has a process that reveals the purpose of collecting 
information while making patients understand the rationale behind it at the same time. One way of doing is 
creating a consent form where your practice lists the reasons for the collection of information while seeking 
consent at the same time.

IDENTIFYING PURPOSE
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• Make privacy information readily available in complete form, while giving emphasis or bringing attention to
four key elements:

- What personal information is being collected, with su�cient precision for individuals to meaningfully
understand what they are consenting to.

- With which parties personal information is being shared
- For what purposes personal information is being collected, used or disclosed, in su�cient detail for

individuals to meaningfully understand what they are consenting to.
- Risks of harm and other consequences

• Provide information in manageable and easily-accessible ways.
• Make available to individuals a clear and easily accessible choice for any collection, use or disclosure that is not
necessary to provide the product or service.
• Consider the perspective of your consumers, to ensure consent processes are user-friendly and generally
understandable.
• Obtain consent when making significant changes to privacy practices, including use of data for new purposes or
disclosures to new third parties.
• Only collect, use or disclose personal information for purposes that a reasonable person would consider
appropriate, under the circumstances.
• Allow individuals to withdraw consent (subject to legal or contractual restrictions).



This principle outlines that your practice should 
not gather unnecessary personal information other 
than the purposes that have been identified.

LIMITING COLLECTION
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This principle requires your practice to keep 
accurate and complete records of personal 
information. The information must fit the 
required time frame. Your practice may only 
update the information when needed for a 
particular purpose and has been agreed 
upon by the respective party. It is the 
responsibility of the organization to ensure 
that all electronic records are updated in 
compliance with other principles of purpose, 
safeguard, and consent and in a standard 
that encourages accuracy.
Under the “Accuracy” principle, your practice
must:

ACCURACY

This principle requires your practice not to use and 
disclose the personal information of an individual 
other than the individual who has issued 
authorization. The organization is also expected to 
only retain the personal data for the time under 
which it is being used and not any longer.

Under the “Limiting Use, Disclosure, and 
Retention” principle, your practice must:

LIMITING USE, DISCLOSURE, 
AND RETENTION
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• Never use or disclose personal information for
purposes other than those for which it was
collected, except with the consent of the individual
or as required by law
• Document any new purpose for collecting
personal information
• Retain personal information only as long as
necessary to fulfill the purpose
• If personal information has been used to make a
decision about an individual, retain the
information long enough to allow the individual
access to the information after the decision has
been made
• Develop guidelines and procedures to govern the
disposal of personal information.

With our servers located in Canada, CompanyOn 
o�ers an extensive storage capacity that allows
our clients to retain and store information in the
cloud for as long as it is required.

Ensure that personal information is as accurate, 
complete, and up-to-date as necessary for the 
purposes for which it is to be used;
Routinely update personal information only if 
such a process is necessary to fulfill the 
purposes for which the information was 
collected;
Ensure that information is su�ciently accurate, 
complete, and up-to-date to minimize the 
possibility that inappropriate information may 
be used to make a decision about the 
individual; and In determining the extent to 

which personal information must be accurate, 
complete, and up-to-date, take into account the 
use of the information and the interests of the 
individual.
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Your practice is required to grant access to 
individuals to know the information about 
them under the control of the practice and the 
parties that have access to the data.

INDIVIDUAL ACCESS
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Your practice is required to establish a complaint 
process for the reception and resolving 
complaints about their information handling 
practices. People who have complaints should 
be notified of the process to follow, which 
should be accessible and straightforward.

CHALLENGING COMPLIANCE
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Your practice is responsible for protecting and 
keeping safe the personal information 
against any loss, pilferage, and access that is 
not granted. The personal data should also be 
protected against any modification. 

Under the “Safeguards” principle, your 
organization must:

SAFEGUARDS
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This principle requires your practice to be open on 
their policies and how it manages personal 
information. The public should be able to access 
these policies easily.

Under the “Openness” principle, your practice 
must:

OPENNESS
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• Be open about its policies and practices relating
to the management of personal information;
• Make specific information about such policies
and practices readily available in a form that is
generally understandable to your clients and
customers;
• Include, in this information:

- The name or title, and the address, of the
person who is accountable for your privacy 
policies and practices and  to whom complaints 
or inquiries can be forwarded.

- A description of how to gain access to
personal information the organization holds.

- A description of what personal information is
held, including a general account of its use.

- Copies of brochures or other means which
explain your policies, standards, or codes.

- A description of what personal information
you share with related organizations (e.g., 
subsidiaries).

• Protect personal information by security
safeguards appropriate to the sensitivity of
the information;
• Institute security safeguards that will
protect personal information against loss or
theft, as well as unauthorized
   access, disclosure, copying, use, or 
modification;
• Protect personal information regardless of
the format in which it is held;
• Make employees aware of the importance
of  the confidentiality of personal information
• Use care to prevent unauthorized access
when destroying or disposing of personal
information.



CompanyOn removes the burden of many repetitive tasks and time-consuming 
paperwork while addressing several mission-critical areas: 

PATIENT DATA SECURITY: 

Keeping customer data safe and secure is a huge responsibility and a top priority for 
CompanyOn. We work hard to protect our customers from the latest threats. 
Whenever your data is entered into our platform, everything is encrypted, and sent 
using HTTPS protocols. Our servers are located right here in Canada, allowing to 
comply with federal provincial and regulatory requirements, when it comes to where 
your patient data is stored. All data is backed up constantly. Files that our customers 
upload are stored on servers that use modern techniques to remove bottlenecks and 
points of failure. Our servers from power supplies to the internet connection, operate 
at full redundancy. Additionally, our software infrastructure is updated regularly with 
the latest security

HOW COMPANYON CAN HELP YOU MANAGE PATIENT DATA AND 
MEET PRIVACY REQUIREMENTS?

A secured cloud-based platform like CompanyOn, can collect critical patient 
information and help our users maintain PIPEDA’s  data security with little pain, 

maintenance, or downtime. CompanyOn helps: 

KEEP PATIENT 
DATA SECURE 

REDUCE OVERHEAD COSTS
BY DECREASING WASTE 

AND INCREASING EFFICIENCY

 IMPROVE THE 
PATIENT EXPERIENCE



Ensuring completeness of records: With our required field feature as part of our Dynamic 
forms, our customer can ensure an entry won’t be saved until all necessary information 
has been captured.
Streamlining communications: Our Platform allows you to send forms online in a secured 
way streamlining the patient onboard process. You get to spend more time on
patient care than on collecting information.

Facilitating provider-client communications in the "new normal" during COVID 
19:CompanyOn’s online forms allowprovidersto communicate in advance with their client 
by sending screening tools or any form needed prior to provision of care, reducing wait 
time and improving patient engagement.

Reducing paper processes: CompanyOn’s electronic charting replaces many paper-based 
filing systems that increases patient onboarding and security risks. Our billing processing 
allows our users to send electronically invoices and receipts. Helping your practice to be 
sustainable and environmentally friendly.

patches. Our products run on a dedicated network which is locked down with firewalls and 
carefully monitored. While perfect security is a moving target, we implement the latest 
security methods to keep up with the state-of-the-art in could-based security.

COMPANYON REDUCES OVERHEAD COSTS BY:

Increasing accuracy: Our platform gives you the ability to customize your own chart 
templates. Giving our customer the opportunity to create accurate, short-answer fields, 
radio buttons and check boxes that eliminates the need for handwritten information, 
saving you time and drastically reducing the likelihood of transcription errors. They are 
designed to be set up quickly and implemented easily.



PATIENT EXPERIENCE 

As an increasing number of health care providers take steps to accelerate the provision of 
services, ine�ciency is the enemy. Too many time-consuming processes can get in the 
way of providing the kind of patient experiences that lead to better outcomes. 
CompanyOn streamlines and simplifies everything you need to manage your practice 
while improving the client experience by:



CONCLUSION:

As the challenges of digital documentation persist, practitioners need a reliable and 
secured way to manage highly sensitive patient data. CompanyOn makes it possible to 
collect and share information from anywhere-at any time on the go, without having to 
worry about security or IT maintenance. Tasks that would normally begin in person, on 
paper, or over the phone can now be accomplished in the cloud through the services 
CompanyOn offers. 
Our goal as a company, is to help our customers accomplish patient care the most efficient 
and effective way, while at the same time helping run your business.  We don’t want you 
to click your days away through exhausting  data collection. 
CompanyOn simplifies healthcare data collection, transforming piles of paperwork and 
manual entries into automated workflows that are easy to administer while helping you 
meet privacy of personal information legislation. 

Learn more at https://www.companyon.ca
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